


Public Policy and the
Privacy Avalanche

Fred H. Cate

The open flow of information is under attack in the United
States as never before in an effort to protect privacy. This issue
has united the far right and far left, Republicans and Democrats,
federal and state governments, the Eagle Forum and the ACLU,
even Phyllis Schlafly and Ralph Nader. It is an issue that in
the last two years has generated an avalanche of litigation, legis-
lation, administrative regulations, hearings, press reports, and
proposals for more to come in the future. In the past year alone,
we have seen comprehensive financial-privacy legislation
enacted by Congre$ghe first federal law prohibiting access to
historically-open public records without individual “opt-in” con-
sent? sweeping health-privacy rules proposed by the Clinton
administratior?, children’s online-privacy rules promulgated by
the Federal Trade Commissibmultimillion-dollar settlements
of privacy lawsuit$, a multistate attorneys general privacy
investigation of major banksthe negotiation of a privacy “safe
harbor” with European regulatofghe appointment of the first-
ever privacy officiaP 356 privacy laws enacted by statesnd,
most recently, two proposals from the Federal Trade Commis-
sion that Congress enact legislation protecting online privacy
and guaranteeing individual access and an opportunity to
correct personal informatidf.

This unprecedented attention to privacy both reflects and has
contributed to widespread popular concern. People are worried
about their privacy; poll after poll tells us this. In one 1999 poll
published inTheWall Street Journal29 percent listed loss of
privacy as the issue that most concerns them about the next cen-
tury—ahead of terrorism on US soil (23 percent), world war (16
percent), global warming (16 percent), or economic depression
(13 percent}! This concern is prompted largely by extraordi-
nary technological innovations that are dramatically expanding
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both the practical ability to collect and use personal data, and
the economic incentive to do so. Computers and the networks
that connect them have become a dominant force in virtually
all aspects of society in the United States and throughout the
industrialized world. Information services and products today
constitute the world’s largest economic sector. Institutions and
individuals alike are flocking to the Internet—particularly to the
World Wide Web—in record numbers, making it the fastest-grow-
ing medium in human histofy. As a result, information, long
the “lifeblood that sustains political, social, and business deci-
sions,™® has taken on new and dramatically greater importance.

THE PRIVACY AVALANCHE AND CORE
INFORMATION VALUES

The problem is that this new legislative and regulatory
approach towards dealing with privacy ignores or repudiates a
number of core values, especially those reflected in the US
Constitution. | want to address briefly six of these.

OPEN INFORMATION FLOWS

The first is the concept of a free flow of information. The
free-flow concept is not only enshrined in the First Amendment,
but frankly in any form of democratic or market economy. In the
United States, we have placed extraordinary importance on the
open flow of information. As the Federal Reserve Board noted
in its report to Congress on data protection in financial institu-
tions, “itis the freedom to speak, supported by the availability of
information and the free-flow of data, that is the cornerstone of a
democratic society and market econortfy.”

The significance of open data flows is reflected in the con-
stitutional provisions not only for freedom of expression, but
for copyrights to promote the creation and dissemination of
expression, and for a post office to deliver the mail and the
news. Federal regulations demonstrate a sweeping preference
for openness, reflected in the Freedom of Information*Act,
Government in the Sunshine A€tand dozens of other laws
applicable to the government. There are even more laws requir-
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ing disclosure by private industry, such as the regulatory disclo-
sures required by securities and commodities laws, banking and
insurance laws, and many others. This is a very basic tenet of the
society in which we live.

The importance of an open flow of personal information
reflects the very practical benefits that such accessibility brings.
Personal information helps businesses “deliver the right prod-
ucts and services to the right customers, at the right time, more
effectively and at lower cost,” Fred Smith, founder and president
of the Competitive Enterprise Institute, has writtenf-ederal
Reserve Board Governor Edward Gramlich testified before
Congress in July, 1999, that “[ijnformation about individuals’
needs and preferences is the cornerstone of any system that
allocates goods and services within an economy.” The more
such information is available, he continued, “the more accu-
rately and efficiently will the economy meet those needs and
preferences?®®

Federal Reserve Board Chairman Alan Greenspan has been
perhaps the most articulate spokesperson for the extraordinary
value of accessible personal information. In 1998, he wrote to
Congressman Edward Markey (D-Mass.):

A critical component of our ever more finely hewn com-
petitive market system has been the plethora of
information on the characteristics of customers both busi-
nesses and individualsi§]. Such information has enabled
producers and marketers to fine tune production sched-
ules to the ever greater demands of our consuming public
for diversity and individuality of products and services.
Newly devised derivative products, for example, have en-
abled financial institutions to unbundle risk in a manner
that enables those desirous of taking on that risk (and
potential reward) to do so, and those that chose other-
wise, to be risk averse. It has enabled financial institutions
to offer a wide variety of customized insurance and other
products.
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Detailed data obtained from consumers as they seek credit
or make product choices help engender the whole set of
sensitive price signals that are so essential to the func-
tioning of an advanced information based economy such

as ours?

Unfettered use of personal information benefits consumers
not only by allowing businesses to ascertain and meet their needs
accurately, rapidly, and efficiently, but also because it:

enhances customer convenience and service;

permits consumers to be informed rapidly and at low cost of
those opportunities in which they are most likely to be inter-
ested;

improves efficiency and significantly reduces the cost of many
products and services;

facilitates a wide range of payment options, including instant
credit;

allows for real consumer mobility, so that consumers can
obtain credit, write checks, enjoy frequent-shopper recogni-
tion, return goods or have them serviced, and enjoy a wide
range of other benefits when they travel or move;

promotes competition by facilitating the entry of new competi-
tors into established markets, reduces the advantage that large,
incumbent firms have over smaller start-ups, and encourages
the creation of businesses specialized in satisfying specific
consumer needs; and

facilitates the detection and prevention of fraud and other
crimes.

These are real, tangible benefits that consumers enjoy every
day and that are not possible without reliable access to personal
information. As just one example of these practical benefits,
Walter Kitchenman has calculated that mortgage rates in the
United States are as much as two full percentage points lower
because of the rapid availability of standardized, reliable con-
sumer credit informatioff. With outstanding mortgage rates
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approaching $4 trillion, American consumers save as much as
$80 billion a year because of the efficiency and liquidity that
information makes possible. Such information further reduces
the cost of credit by facilitating the prevention and early detec-
tion of fraud, debt collection efforts, and nationwide competition
and consumer mobility, thereby increasing both the availability
of, and the range of people who qualify for, crétlit.

In a recent report on public-record information, Richard Varn,
Chief Information Officer of the State of lowa, and | examined
the critical roles played by public-record information in our
economy and society. We concluded that such information
constitutes part of this nation’s “essential infrastructure,” the ben-
efits of which are “so numerous and diverse that they impact
virtually every facet of American life....” The ready availability
of public-record data “facilitates a vibrant economy, improves
efficiency, reduces costs, creates jobs, and provides valuable
products and services that people wéaht.”

Perhaps most importantly, widely-accessible personal infor-
mation has helped democratize opportunity in the United States.
Anyone can go almost anywhere, make purchases from vendors
they will never see, maintain accounts with banks they will never
visit, obtain credit far from home, all because of open informa-
tion flows. Americans can take advantage of opportunities based
on their records, on what they have done rather than who they
know, because access to standardized consumer information
makes it possible for distant companies and creditors to make
rational decisions about doing business with individuals.

The open flow of information gives consumers real choice,
in every sense of the word: Choice as to whether to reveal their
identities or not, whether to surf anonymously, whether to dis-
close information. Choice is taken away if you have legislation
that prohibits an activity or makes it unreasonably costly. Direct
marketing is a perfect, if mundane, example. | have no particular
love for direct-marketing solicitations, but if | am going receive
them | had rather get the ones | am most likely to be interested in.
Am | better off if direct marketers are prohibited from accessing
personal data so that they send me everything or nothing, rather
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than offers which are relevant to me? Am | better off if | have to
pay more for goods and services because they cannot be target
marketed? Am | better off with less choice?—because that is
what sweeping privacy laws offer.

THE MEANING OF “PRIVATE”

The Supreme Court has long asked in the context of various
constitutional issues, such as Fourth Amendment challenges to
government searches and/or seizures: What expectation of
privacy is implicated by access and how reasonable is that
expectation? When evaluating wiretaps and other seizures of
private information, the Court has inquired into whether the data
subject in fact expected that the information was private, and
whether that expectation was reasonable in the light of past
experience and widely-shared community valkieshere
should be no interference with information flows to protect
privacy interests that are not reasonable.

The US Court of Appeals for the 4th Circuit highlighted this
very point in its decision striking down the 1994 Drivers Privacy
Protection Acé* The court wrote, first, that

neither the Supreme Court nor this Court has ever found
a constitutional right to privacy with respect to the type
of information found in motor vehicle records. Indeed,
this is the very sort of information to which individuals
do not have a reasonable expectation of privacy.

Second, the court found it would be unreasonable to prevent the
disclosure of such information because “the same type of infor-
mation is available from numerous other sources....As a result,
an individual does not have a reasonable expectation that the
information is confidential?® Finally, the court concluded that
“such information is commonly provided to private parties....We
seriously doubt that an individual has a...right to privacy in
information routinely shared with strangefs.”

As the appellate court’'s language suggests, one long-
standing corollary of the principle that the law should protect
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as “private” only information that one actually and reasonably
believes is private, is the concept that private should necessarily
mean “nonpublic.” No expectation of privacy may be reason-
able if it involves information that is routinely disclosed or
available publicly. This reflects not only the Supreme Court’s
interpretation of the Fourth Amendment, but also the common
sense that the law should not impose costly or burdensome
impediments to the collection and use of information that con-
sumers willingly disclose and that is widely available in the
marketplace. To do otherwise results in privacy protections
that are nonsensical because they are hopelessly ineffective,
contrary to the wishes of individuals, and unnecessary barriers to
commerce and customer service.

THE Limits OF PRIVACY

The requirement that privacy interests must be reasonable,
like the focus on open information flows, reflects an understand-
ing that in a democracy and a market economy privacy is not an
unmitigated good. Protecting privacy of information imposes
real costs on individuals and institutions. Judge Richard Posner
has written:

Much of the demand for privacy...concerns discreditable
information, often information concerning past or present
criminal activity or moral conduct at variance with a
person’s professed moral standards. And often the
motive for concealment is...to mislead those with whom
he transacts. Other private information that people wish
to conceal, while not strictly discreditable, would if
revealed correct misapprehensions that the individual is
trying to exploit?®

Privacy facilitates the dissemination of false information,
protects the withholding of relevant true information, and inter-
feres with the collection, organization, and storage of information
on which businesses and others can draw to make rapid, informed
decisions. The costs of privacy include both transactional costs
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incurred by users seeking to verify the accuracy and complete-
ness of information they receive, and the risk of future losses due
to inaccurate and incomplete information. Privacy, therefore,
may reduce productivity, lead to higher prices for products and
services, and make some services untenable altogether. The pro-
tection of privacy may also interfere with other constitutional
values, such as the First Amendment protection for expression
and the Fifth Amendment protection for private property.

As a practical matter, virtually none of us want as much
privacy for others as we do for ourselves. When we hire people
to take care of our children, few of us are very interested in
the caregivers’ privacy rights. When we board an airplane, we
don’t want the pilots to have extensive privacy rights. The
Supreme Court has long said that politicians have effectively no
privacy rights. There are areas in which each of us intensely
believes that we should have privacy rights, but few of us are
seriously willing to accord those same privacy rights to others.
Across-the-board privacy rights create a situation that is both
undesirable and unworkable.

THe CoNCEPT OF HARM

The fourth of these six principles is the concept of harm. We
have long recognized that the law should restrict information
flows to protect privacy only when a specific harm is actually
threatened. When information poses a demonstrable harm, we
measure the value of that flow of information against the sever-
ity of the harm threatened, and in some instances allow the legal
system to restrict the flow of information to protect against that
harm. Those instances are actually few and far between, but they
nonetheless exist—but only where a specific harm is threatened.
This was the view of the US Court of Appeals for the 10th
Circuit in U.S. West, Inc. v. Federal Communications Commis-
sion(which the Supreme Court in June, 2000, declined to review),
when it struck down the FCC rules requiring telephone
companies to obtain affirmative consent from their customers
before using data about their customers’ calling patterns to
market products or services to them. The court wrote:
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In the context of a speech restriction imposed to protect
privacy by keeping certain information confidential, the
government must show that the dissemination of the
information desired to be kept private would inflsge-
cific and significant harnon individuals such as undue
embarrassment or ridicule or intimidation or harassment
or misappropriation of sensitive personal information for
the purposes of assuming another’s identity. Although
we may feel uncomfortable knowing that our personal
information is circulating in the world, we live in an open
society where information may usually pass freely. A
general level of discomfort from knowing that people can
readily access information about us does not necessarily
rise to the level of substantial state interest uGasrtral
Hudson[the test applicable to commercial speech] for it
is not based on an identified hafin.

The harm principle has largely been lost in the flood of pri-
vacy legislation. This is a very significant issue, for at least three
reasons. The first is that we have historically required a realistic
possibility of harm to justify regulation. If there is no harm threat-
ened, then what is the justification for the regulation, especially
if the regulation interferes with the free flow of information?

The second concern is that if you don’t know what the harm
is, you don’t know what type of law is necessary to address it or
whether a proposed law does in fact address it. For instance, one
widely-cited example of the need for greater financial-privacy
regulation involves Minneapolis-based U.S. Bancorp, which has
been accused of selling customer data to MemberWorks, a
telemarketing company, for $4 million. The sale allegedly
violated both U.S. Bancorp’s promise to its customers not to
sell such data and the Fair Credit Reporting Act. Some of U.S.
Bancorp’s customers also reported fraudulent charges for
MemberWorks’ products. In July, 1999, U.S. Bancorp settled a
suit brought by the Minnesota attorney general, without admit-
ting wrongdoing, by agreeing to new disclosure policies and
paying about $3 million to the state and charitable organizafions.
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But as the outcome of that case shows, what U.S. Bancorp was
charged with doing already violated both the federal and state
consumer-protection laws. U.S. Bancorp paid $3 million in fines.
This case is not a poster child for why more regulation is needed,
but rather a shining example of how well existing law works.

Another example of the inadequacy of current privacy law
is the fear that information, particularly medical information, will
be used to discriminate in a financial or employment context.
The merger of Citibank and Travelers Insurance has been widely
cited as a key example of the “potential for the risky sharing of
financial and medical information for marketing or underwriting
purposes® But remember, legitimate, lawful business activi-
ties routinely involve using personal information to discriminate
among potential consumers. Only consumers meeting certain
financial criteria are offered pre-approved credit cards. Only
consumers likely to be interested in a given direct-marketing
opportunity are targeted to receive a solicitation.

Medical information may be more sensitive, but even its use,
provided such use is within the law, raises similar issues.
“Discrimination” is the business of insurance underwriting. So
we should hesitate before assuming discrimination is always
bad. It is not intrinsically unreasonable for a lender to want to
know whether a borrower is likely to pay off a loan, or to require
insurance for the loan if she is reasonably unlikely—for what-
ever reason—to be able to. Thisis especially true if the borrower
possesses, but does not disclose to the lender, relevant informa-
tion about her health. Even if discrimination is clearly harmful,
the most efficient and practical response is to outlaw the dis-
crimination. Restricting information flows to protect against
unlawful discrimination is like using a hammer to swat a fly: It
may get the job done, but it causes a lot of collateral damage,
especially if the fly is resting on your head. Restricting informa-
tion flows to protect again&wful discrimination is nonsensical.

The third concern in this harm concept is that if you cannot
identify a specific harm, it raises the specter there may be some
other, undisclosed purpose—unrelated to protecting pri-
vacy—motivating the regulation. Privacy, as some public officials
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have already demonstrated, is often an effective lever to use to
obtain some other, unrelated concession from companies.

THE IMPORTANCE OF BALANCE

As suggested by the discussion of a number of principles
above, the fifth core principle is the concept of balance. As
important as open information flows may be, there are occasions,
when a sufficiently-great harm is threatened if information that
is reasonably believed to be private is disclosed, that the law will
properly protect against its disclosure. But efforts to enhance
personal privacy must be weighed against the costs that those
efforts impose on the free flow of information, the election and
supervision of governments, the development of efficient
markets, and the provision of valuable services.

Put simply, privacy protections must be proportional to the
interest they are designed to serve. This principle is not only
suggested by a common-sense regard for the benefits that flow
from open information, but also is mandated by the First Amend-
ment to the US Constitution. When the government restricts
information flows—for whatever purpose—it must do so as
narrowly or, in some cases, in the least restrictive way possible.
For example, when information is true and obtained lawfully, the
Supreme Court repeatedly has held that the state may not restrict
its publication without showing that the government’s interest in
doing so is “compelling” and that the restriction is no greater
than is necessary to achieve that inte¥estnder this standard,
the Court has struck down laws restricting the publication of con-
fidential government repoffsand of the names of judges under
investigation®* juvenile suspect8,and rape victim&

Even if the information is considered to be “commercial,” its
collection and use is nevertheless protected by the First Amend-
ment. The Court has found that such expression, if about lawful
activity and not misleading, is protected from government intru-
sion unless the government can demonstrate a “substantial”
public interest, and that the intrusion “directly advances” that
interest and is “narrowly tailored to achieve the desired objec-
tive.”®” In U.S. West, Inc. v. Federal Communications

104



Fred Cate

Commission the US Court of Appeals for the 10th Circuit
specifically found that (1) the FCC’s privacy rules limiting the
use of personal information about telephone subscribers restricted
speech and therefore were subject to First Amendment review;
(2) under the First Amendment, the FCC bore the burden of
proving its rules were constitutional; and (3) constitutional bur-
den required the FCC to demonstrate that the rules were “no more
extensive than necessary to serve [the stated] intefésBpe-
cifically, the appellate court found that the government’s choice
of means to protect privacy must reflect

a ‘careful calculat[ion of] the costs and benefits associ-
ated with the burden on speech imposed by its prohibition.’
‘The availability of less burdensome alternatives to reach
the stated goal signals that the fit between the legislature’s
ends and the means chosen to accomplish those ends
may be too imprecise to withstand First Amendment
scrutiny.®°

Balance is therefore a constitutional obligation.

Moreover, it is important to note the strong historical
preferencél also reflected in the 10th Circuit’s decisionurs.
West] for sensitive balances that result in no more information
than necessary being restricted in order to protect privacy. Con-
sider just one specific example: The commonwealth of
Massachusetts had a statute which required trial-court judges to
close all criminal trials when minor victims of sexual offenses
testified. In 1982 the Supreme Court struck down the statute as
unconstitutionat® It is difficult to imagine a stronger privacy
interest than that of minor victims of sexual offenses who are
having to testify at trial. But even in that instance the Supreme
Court said the state may not enact an across-the-board rule
closing trials:

In individual cases, and under appropriate circumstances,
the First Amendment does not necessarily stand as a
bar to the exclusion from the courtroom of the press
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and general public during the testimony of minor sex-
offense victims. But a mandatory rule, requiring no
particularized determinations in individual cases, is
unconstitutionaf!

Laws that put in place broad restrictions on the flow of informa-
tion, rather than requiring sensitive balances to prevent specified
harms, are constitutionally problematic.

DisTRUST OF (GOVERNMENT AND PREFERENCE FOR SELF-HELP

Finally, the sixth of these principles at issue in the current
rash of legislation is the concept of self-help and a distrust of
government. The new quest for government intervention to pro-
tect privacy is ironic, because privacy protection in the United
States, probably the greatest level of protection in the world, has
historically focused ogovernmentccess to information. We
have restricted the government from coming into our homes,
from invading our cars, from searching our places of work, from
tapping our phones. We are now turning that principle on its
head, asking the government to intrude into our lives to protect
our information. According to Jane Kirtley, former executive
director of the Reporters Committee for Freedom of the Press,
the expectation the government will protect privacy

ignore[s], or repudiate[s], an important aspect of the
American democratic tradition: distrust of powerful
central government....[W]hen it comes to privacy,
Americans generally do not assume that the government
necessarily has citizens’ best interests at Keart.

This is not only ironic, it is unprecedented in the United
States. Remember, constitutional rights in the United States are
generally “negative” and apply only against the government,
not private partie® Those rights do not obligate the govern-
ment todo anything, but rather toefrain from unnecessarily
interfering with individuals’ freedom to act. This also explains
the very high protection in US law for private agreements.
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Citizens do not have to make promises to one another, but when
we do, the government makes available valuable resources to
enforce those promisés.

This preference for private action and individual responsi-
bility is especially clear when information is involved. The US
Supreme Court has repeatedly interpreted the First Amendment
to deny plaintiffs aggrieved by even false and harmful speech
any remedy, stressing instead, in the words of Justice Brandeis,
“the remedy to be applied is more speech, not enforced sil&énce.”

The focus on individual and collective private action inevita-
bly restrains the power of the government to pass sweeping
privacy laws. But it also facilitates considerable privacy protec-
tion through the use of technologies, markets, industry
self-regulation and competitive behavior, and individual judg-
ment. Many companies are actively competing for customers by
promoting their privacy policies and practices. If enough
consumers demand better privacy protection and back up that
demand, if necessary, by withdrawing their patronage, virtually
all competitive industry sectors are certain to respond to that
market demand. In fact, consumer inquiries about, and response
to, corporate privacy policies are an excellent measure of how
much the society really values privacy.

Many industry associations have adopted privacy standards
and principles. Corporate compliance with privacy standards
constitutes an increasingly important accolade in competitive
markets. Moreover, industry associations can help persuade
member organizations to adopt and adhere to industry norms for
privacy protection. The majority of the individual-reference-
services-group industry has agreed to abide by the IRSG
Principles, which not only establish data-protection standards,
but also require annual compliance audits by third parties and a
commitment not to provide information to entities whose prac-
tices are inconsistent with the IRSG Princigfes.

These more flexible, more contextual, more specific tools
often provide better privacy protection than broad laws, and that
protection is achieved at potentially lower cost to consumers,
businesses, and the society as a whole. These responses are
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exactly what we would expect from the market if consumers
value privacy protection in the private sector.

What makes this even more ironic is that the very technolo-
gies that we are so worried about, for example the Internet, are
precisely the tools that make it possible to shop anonymously, to
browse anonymously, to visit a web site without being identi-
fied. Even direct marketing, the business we love to hate
(although more than two-thirds of US consumers—132 million
adults—took advantage of direct-marketing opportunities in
1998} accounting for more than $1.3 trillion in sales of goods
and service&the use of personal information for direct market-
ing attracts nearly universal scorn), allows you to stay at home
and shop from offers preselected to be of interest. Think about
that from a privacy point of view. You don’t even have to
expose your face to the light of day in order to engage in this
activity. Information technologies, and the services they make
possible, make privacy realistically possible for many Ameri-
cans for the first time ever. Unlike small-town America, where
everybody knew everyone’s business, these technologies offer
the promise of real anonymity and, as is discussed in further
detail below, real control over what personal information to
disclose, and to whom. Yet this is what we are trying to regulate,
and we are asking the government to do it for us.

Laws and regulations designed to protect privacy may
actually weaken it by ignoring, and even interfering with, the
power of new technologies to protect privacy. For example,
technological innovations such as adjustable privacy-protection
settings in both Netscape and Microsoft Explorer, encryption
software, anonymous remailers, and, in fact, the Internet itself
all facilitate privacy and individual control over the informa-
tion we disclose about ourselves. The widespread availability,
increased power, and decreased price of many technologies
also facilitates a vibrant market for privacy protection, whether
in the form of online privacy certifications like BEBline and
TRUSTe, or complete privacy-protecting services like the re-
cently unveiled iPrivacy, making it possible for an individual to
browse, make purchases online, and even ship goods to her home
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or a drop-off location without ever disclosing her real identity,
address, e-mail address, or credit-card number to anyone.

If privacy enactments make the Internet an inhospitable place
for businesses to offer services and for consumers to shop, those
opportunities for technological privacy protection will no longer
exist. If the law creates a disincentive for developing privacy-
protection tools, then consumers will be left with less protection,
not more. Remember, technologies can actually and completely
protect privacy; law cannot. At best, the law can create disincen-
tives for data collection and use, and then impose penalties for
engaging in prohibited practices, but this is only effective if: (a)
the illegal use is discovered; (b) the user is identified; (c) the user
is subject to the law or regulation and within the jurisdiction of
an appropriate court or administrative agency; (d) the aggrieved
data subject has the wherewithal or obtains the cooperation of a
government agency to pursue the data user in court; (e) the
aggrieved data subject can prove her allegations in court; (f) a
judge or jury finds the user guilty and assess a fine or other
penalty; and (g) the penalty can be enforced. As this litany
makes clear, while privacy laws and regulations can cause con-
siderable damage to society and the economy, they often
provide very little privacy protection and none whatsoever
against data users outside of the country. | would rather have
the real privacy that technologies make possible than have a
legal right to sue. To the extent we eliminate the incentive for
the development of technological protections for privacy, not just
online but in many other settings, we diminish the availability of
real privacy for everyone.

THE FAILURE OF PUBLIC POLICYMAKING

What we are increasingly witnessing is Congress and state
legislatures responding to a politically-popular issue with poor
policy and with poor process. There are regrettably many
examples of this. Absence of preemption is perhaps the best one.
If Congress really cared about privacy, it would not have allowed
every state to enact its own set of privacy standards. This is
especially true in view of the increasing globalization of infor-
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mation and information technologies like the Internet. The hun-
dreds of state and local privacy laws that have been adopted in
the past year alone are merely the most recent evidence of an
expanding phenomenon: the effort to use national or subnational
law to deal with fundamentally global issues. Information is
inherently global. It is because of its inherently-global charac-
ter that information has been the subject of some of the earliest
multinational agreements, treaties, and organizdiiateging

back to 160%° In fact, the Postal Congress of Berne in 1874
established a multinational postal regime—administered today
by the Universal Postal Union—74 years before the General
Agreement on Tariffs and Trade was opened for signéfture.

Today, when data processing is wholly dominated by net-
worked computers, information is difficult to pinpoint and almost
impossible to block, through either legal or technological means.
Digital information not only ignores national borders, but also
those of states, territories, and even individual institutions. Not
surprisingly, the inherently global nature of digital information
poses extraordinary challenges to the power of national—much
less state—governments, and efforts to use national—much less
local—law to regulate information in one jurisdiction often pose
substantial legal and practical issues in another. At a time in
which we are looking at increasingly global activities—global
business, global mergers, global shopping, global travel—
Congress’ most recent decision on privacy is nonsensical. With
the Gramm-Leach-Bliley Financial Services ModernizationAct,
states are expressly permitted to enact their own, more restric-
tive privacy laws, devolving privacy regulation to the local level.
Inconsistent, local regulation at a time when everything else is
moving toward centralization and globalization is by definition
ineffective and imposes high costs while providing poor privacy
protection.

The Drivers Privacy Protection Act provides another sad
example. Supposedly enacted in response to the 1989 murder
of actress Rebecca Schaeffer, who was stalked by an obsessed
fan using information provided by a private investigator from
her California Department of Motor Vehicles record, the law

110



Fred Cate

restricts the public’s access to motor vehicle records, but not the
access of private investigators.

California provides another all-too-common example. In an
effort to protect privacy, California enacted a statute that prohib-
ited the use of arrestee addresses obtained from law-enforcement
agencies for marketing products or services, but explicitly per-
mitted such information to be used for “journalistic” purpdses.

It is difficult to take seriously the state’s claim that sending a
letter to an arrestee offering the services of an attorney or private
investigator would invade her privacy, while publishing her
name and address in the newspaper would not. This “overall
irrationality,” as Justice Stevens called it in his dissent from the
Supreme Court’s decision upholding the constitutionality of the
statute, “eviscerate[s] any rational basis for believing that the
Amendment will truly protect the privacy of these perschs.”

The flood of legislation and regulation suggests this impor-
tant subject, which touches on core values at the heart of our
democracy and economy, is not getting the thoughtful consider-
ation it needs. As a result, everybody suffers. Privacy suffers,
because these ill-considered laws do not provide effective
protection, while their proponents falsely encourage the public
to believe that they do, thereby discouraging the development
and use of self-help privacy protections. The economy suffers,
because these restrictions act as a tax, slowing the economy and
eroding the benefits of open information flows. And, most
importantly, we as individuals and as a society suffer.

THE VIEW FORWARD
TAKING PRIVACY SERIOUSLY

We need to take privacy seriously. My point is not at all to
suggest that privacy is not a real issue; rather, it is to suggest that
the political process thus far has not treated it as one. Where the
collection and use of nonpublic, personal information poses a
real risk of a serious harm, Congress should enact well-drafted,
carefully-targeted legislation. For example, rather than worry
about the use of public information to market valuable products
and services, | would like to see Congress consider the issue of
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whether the mass of information stored in commercial databases
is used on an individual basis, as when one enterprising snoop
obtained Judge Robert Bork’s video-rental records following his
nomination to the Supreme Court. This type of individual use of
information, as opposed to broad use for marketing, raises seri-
ous issues that Congress has not yet addressed.

Moreover, not all privacy issues require government action.
As discussed above, nongovernmental solutions, which are often
best facilitated by governmeirtaction, are the most effective
and appropriate protections for privacy. But there can be no
doubt that privacy involves real issues and we must consider
them seriously, whether or not that consideration ultimately leads
to legislation or regulation.

PUTTING PRIVACY IN PERSPECTIVE

Privacy is important, but it is not the only value the public
and this society treasure. Privacy is always in tension with other
valued] the benefits that come from the open flow of informa-
tion, freedom from government intrusion in private markets and
private lives, the prevention and detection of crime, consumer
convenience, and countless other values we seek and increas-
ingly expect every day. If protecting privacy means we no longer
enjoy these and other benefits, the cost of privacy may simply be
too great. And if the means we use to protect privacy are overly
broad or intrusive, much of the cost of that protection will have
been unnecessary.

The goal of all privacy law and regulation, therefore, should
be achieving a balance between the value of open flow of infor-
mation and the value of enhanced privacy protection to guarantee
for consumers the maximum practicable benefit. This balance is
most likely to be reached if each consumer defines that balance
for himself or herself. Consumers who value rapid, convenient
service more highly than absolute privacy should be free to make
that choice. Therefore, privacy-protection tools should give maxi-
mum control to individual consumers rather than require the
government to decided an appropriate level of privacy protection
for all. Maximizing consumer benefit, then, requires not only
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that privacy protection be balanced against the benefits that flow
from accessible information, but also that the government avoid
substituting its judgment for that of individual consumers.

Most privacy advocates regard “choice” as the foundation of
consumer privacy protections. Unfortunately, the current pri-
vacy debate has largely reduced “choice” to the issue of whether
a consumer consents to the collection and use of personal infor-
mation and the method by which that consent is sought. While
choice certainly includes consent, the choice principle is actually
much broader. It includes the consumer’s right to make his or
her own choice about the proper balance between the value of
the open flow of information and the value of enhanced privacy
protection, and to act on that choice by choosing among busi-
nesses offering different privacy protections. As we have already
seen, choice is most often facilitated, not restricted, by the open
flow of information. Choice requires that consumers have the
right to choose among competing privacy policies, and obligates
the government to preserve to the greatest degree possible a com-
petitive market offering a variety of levels and means (and
corresponding costs) of privacy protection.

Legislation that proposes a one-size-fits-all approach to pri-
vacy should therefore be avoided as posing constitutional
problems, interfering with consumer choice, and taking privacy
out of its proper perspective.

THE NEeep FOR EDUCATION

We have done a poor job of educating the public, the press,
and policymakers about privacy issues and the significant rami-
fications of regulating information flows inappropriately or
unnecessarily. Researchers and organizations that work with
information and study its use and regulation have sat back and
allowed privacy extremists to come forward with horror stories
which often have little to do with privacy or which involve the
clear violation of existing laws. The pro-information commu-
nity has remained lamentably silent or has merely reacted to these
anecdotes. As a result, privacy extremists have largely defined
the agenda for political and public debate.
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It is time that the users of information and the people who
study information step forward and begin educating people about
the value of open information flows, the danger of letting the
government protect your privacy, and the risks posed by overly-
broad privacy laws and regulations. Some new educational
initiatives are underway—such as the Privacy Leadership Initia-
tive>*and Privacy Partnership 2080 but we need to do more to
refocus attention on the core values that have historically
undergirded this information society and demonstrate the con-
tinuing vitality of, and need for, those principles, before we lose
them entirely.

THE NEED FOR RESEARCH

We need to develop more and better data to demonstrate the
value of open information flows and quantify the costs of
restricting those flows to protect privacy. One of the reasons
that Congress and state legislatures have done such a poor job
balancing privacy with open information flows is that both
industry and academia have done an even worse job providing
the data necessary for crafting that balance. | recognize this is
always the academic’s cry: We need more data. But this is an
area where we have surprisingly little, and the stakes of
policymaking in the absence of those data are, as we have seen,
very high. What is the value of information in the economy?
What does a privacy bill cost? How much does an accessible
public record contribute to the economy? There is some exciting
new research just beginning, but there is much more work to be
done and it needs to be started nbefprefurther legislative and
regulatory action, not after.

STANDING FIRM

Finally, while many businesses do and must make the politi-
cal compromises necessary to survive, it is essential the business
community and other institutions recognize that core values and
principles are at stake, as well as the health of the most robust
information economy in the world, in the debate over the
government’s role in protecting privacy. It is vital that we stand
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firm on these key issues—that we not give away these basic rights,
not compromise these constitutional values, not cut a deal to stave
off one particularly bad bill that ultimately erodes our entire in-
formation infrastructure.

| believe that today we are looking only at a tidal swell that
will ultimately turn into a giant wave of privacy legislation, regu-
lation, investigations, and lawsuits. We think the 356 state
privacy bills enacted in 1999 is a large number, but | fear that it
will pale in comparison to the number to come. Today we are
debating “opt-in” versus “opt-out.” It won't be long before we
are facing restrictions on any use of personal information what-
soever. Today, we are fighting over grocery stores’ use of their
frequent shoppers’ data; it won’t be long before we are fighting
laws that restrict the right of grocery stores to even identify
frequent shoppers or to offer them discounts—Ilaws that have
precious little to do with privacy, but that will be carried along,
caught up in its powerful rhetoric.

| am not arguing against meaningful discussion of important
privacy issues, or efforts to understand better the privacy risks
posed by new technologies and applications. But the stakes are
simply too great to compromise away the core values and prin-
ciples that undergird our economy, our democracy, and our
society.
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